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I nstructions to the canchidates:

1) Answer Q4 orQ.2,:Q380r Q.4,Q.50r Q.6, Q.7 or Q.8., Q.9 or Q.10.

2) Neat diagram 5 must be drawn wherever necessary.

3) FigurgsiGthefight indicate full marks.

4) AssimeSuitable data if necessary.

Ql) @)  ExplaimSecurity Architectureand operational modets [9]
b) Usingthe Extended Euclidean algorithm, find mutiiplicative inverse of [ 5]
)/ 1234 mod 4321
i) 24140 mod 40902
@R

Q2) @ Writeshort note on Intrusior-Betection System with Types. Limitations
and Challenges [9]

b) What aredifferent typesof Security attacksand explain Maliciouscode[5]

Q3) @ ExplanRSA agorithmin-detall with example. [9]
b) WhatisChinese Rerhainder Theorem? Explain with example. [5]

OR
Q4) & Wiriteshort noteon Diffie-Hellman with justificatioh: [4]

b)  ExplainElliptic CurveArithmetic and Elliptic Curve Cryptography. [6]

Q5) @ What protocolscomprise SSL with neatdiagram?What isthe difference

between SSL connection and SSL sessi 0117 [6]
b) What servicesare provided by IPSec? Givediiference between Transport
mode and Tunnel Mode. [6]

OR

PT.O.



Q6) &)
b)

Q7) 8

b)

Qg) &)

b)

Q9) 8
b)

Q10)a)
b)

What isthe role of X.509 in cryptography? [6]
Explain SHA-1indetail and explainhow can Mail Security beachieved? 6]

Discuss SSL with respect te-four phases [10]
»  Establish security cgpabilities

*  Server agthentication & key exchange

« Clientaythentication & key exchange

e  Firign

Explain VP security protocolsAH and EPS in detail [10]
OR

Explainthetypesof Cyber-Crimes. Explain Cybercrime scenarioin India

[10]
What are challengesin Socia engineering? Expiain Cyber Stalking?[10]

Write a short note on Indian I Taet 2000.and amendmentsin 2008 [9]

Explain working of Proxy Setvers and,Anonymizers [9]
'OR
What isDoS & DDoSAttacks?Explain with suitable examples?  [9]
Write short note on @any three: [9]
)  Nmap
i)  Wireshark
jii)  Nikito
Iv)  Metasploit
v)  Aircrack
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