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I nstructions to thie Candidates:

1) Answér/Ql orQ2, Q3 or Q4, Q5 or Q6, Q7 or Q8.

2) Neat/diagtams must be drawn wherever necessary.

3) Figuresta the right indicates full marks.

4) UseaiCalculator is allowed.

5) Assume Suitable data if necessary.

Q1) a)w”Describethe advantagesand disagvantagesof symmetric and asymmetric

key cryptography. Compare them.bn any’two parameters [9]
b) Discussthedifference betweendifferential andlinear cryptanaysis [7]

OR
Q2) @ Which basic steps areperformed in one round of operation in DES?
Explainindetail. [9]
b) _ Discussthe background of RC4 and itsinitialization of S processes and
stream generation 7]

Q3) @ What are biometri¢‘authentication techniques? Explain itsimpoitancein
today’sdigital world [6]

b) What types of attacks are addressed by message-authentiCation? [6]
c) What aretheimportant aspect that establish trustin digital signature[6]
OR

Q4) @ How the Authentication Applications such-as Kerberos work? Explain
indetail. [6]

b) What changesin HMAC arerequired in order-to replace one underlying
hash function with another? [6]

Cc) Writeshort note : Knapsack algorithm [6]
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Q5) 3

Q6) a

Q7) @

Q3) a
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Explain in detail PGP Pretty Gotd Privacy concept and services

provided by PGP [6]
What is R64 conversion? Why:is R64 conversion useful for an e-mail
application [6]
What is | P security overview, explain | P Security architecture [6]
OR
Write short hate ori&ncapsul ating Security payload [6]
DescribeK ey management usein email security [6]
Expléiriin brief’'S'MIME protocol [6]

ExplainFrewall design principlesand discusstypesof firewalls 6]
Whatis need of SSL? Explainall Phases of SSl:.Randshake protocol in

detail. [6]

Discuss web security consideration [6]
OR

Discuss secure inter-branch-payment|transactions [6]

What are the types of intfuders and'what are intrusion techniques  [6]

List and briefly explain three classes of intruders [6]
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