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Instructions to thercandidates :

1) AnsSwer Qlor-Q2, Q3 or Q4, Q5 or Q6, Q7 or Q8.

2) Neat diagrams must be drawn wherever necessary.

3) Figuresito theright side indicate full marks.

4) Use oFCalculator is allowed.

5) Assume suitable data, if necessary.
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Q1) @ VDiscuss the block cipher modes gi~0Operation and stream cipher mode of

operation. [9]
b) Explainthesubkey generat}ghinthe Blowfish agorithm. [8]

< OR
Q2) @ WhatisanInitialization vector{LV)?What isitssignificance? [4]
b) Which basic steps @re perfarmed in one round of operation in DES?
Explainindetail. 8]

c) Discussthedifference between differential and linear cryptanalysis. 4I5]

Q3) @ Elaborate the working of hash based Message Authenticatién codes

(HMAC). [6]

b)  DiscussX.509 Authentication services [7]

c) Writeashort noteon: Digital signatures [4]

OR

Q4) & What are biometric authentication techniqués>Exprain itsimportancein
today’sdigital world. [6]

b) How theAuthentication Applications such as Kerberoswork? Explainin
detall. [7]

c) Writeashort note on: Knapsack algorithn. [4]
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Q5) a)

b)
C)

Q6) a)
b)
)

Q7) 8

b)

Q8) a
b)

Explainindetall PGP Pretty Good Privacy concept and services provided

by PGP. [6]

Explainin brief SMIME protocol. [6]

Describein brief 1P security applications, | P Security architecture.  [6]
OR

Describe Key managemerit usein email security. [6]

How confidentiaiity i sebtained using Encapsul ating, Security payload| 6]
Describe inbiief security associations. [6]

Discuss-how, secure socket layer and transport layer security can be

obtained. [6]

Which anethe key participantsin SET? [6]

Discuss'the web security considerations. [6]
OR

Elaborate different typesof firewal Ls What arefimitationsof firewalls? 6]

What are the types of intruders aficiwhat@re intrusion techniques?  [6]
What is need of SSL? Explain‘all’PhaseS of SSL handshake protocol in
detail. /{ [6]
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