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B.E. (Computer Engg.)
CYBER SECURITY AND DIGITAL FORENSICS
(2019 Pattern) (Electivel 1) (Semester-V11) (410244(C))

Time: 2%2Hours) [Max. Marks: 70
I nstructions to the candidates:

1) Answer QLar Q2, Q3r0r Q4, Q5 or Q6, Q7 or Q8.

2) Neat diagrams must be drawn wherever necessary.

3) Figuresto'the right indicate full marks.

4) Assurie’suitabiedata if necessary.

5) Useof scientific calculator is permitted.

Q1) @ Whatiis computer forensics? What is the use of“€omputer Forensics in
L.aw Enforcement? What are different computér’ forensics schemes? [9]

b) Explainindetall different Computer f-orerisics Services. [9]
OR
Q2) @ Explainindetails Computer.t-onensiesAss stance to Human Resources.[9]

b) What are the benefits of/professioria forensics methodology? What are
steps taken by computer forensics specialist? [9]

Q3) @ What are evidences? Whigt are the simple reasons to collect eviden¢es?
What are different optionsfor collecting evidences? [8]

b) What ischain of custody? Explain the process of chain.of custody. [9]

OR
Q4) @ Whatisthe general procedure for evidence colléetion? [8]
b) What aregeneral computer evidence processirig/steps?ExXplainin detail [9]

Q5) @ Explainhow to perform remote and livie acquisitions with an appropriate
example. [9]

b) What arethe different approachesfor validéting forensic data? [9]
OR
PT.O.



Q6) a) Brief about thegpproachesfor seizing digital evidenceat the crime scene.[9]
b) Giveindetall thedifferent techniquesto hide datain digital forensics.[9]

Q7) @ Explaintypesof digital forensics tools. Also explain the task performed
by these tools. [8]

b) Statethe feattres'of any five computer forensics software tools. [9]
OR

Q8) @ Explaina the raleof client and server in email and some of the tools for
email ferensics. [8]

b) Explaintheprocessfor validating and testing forensies software.  [9]
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