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B.E. (Artificial Intelligence and Data Science)
INDUSTRIAL INFERNET OF THINGS
(2019 Pattern) (Semviester- VI1) (417523B) (Elective- 111)

Time: 2%2Hoursg| [Max. Marks: 70
I nstructions to the candidates;

1) SolveQ.10:/Q.2, @30r Q.4,Q.50r Q.6, Q.7 or Q.8.

2) Neat diagrams must be drawn wherever necessary.

3) Figureste themight indicate full marks.

4) Assume suitable data if necessary.

Q1) @ Destribe the functions of the following 10T cormponents: [6]
) Gateways
i) Routers
i)  Modem
b) Explainthe Business ModehArchitecture of industrial 10T. [6]
c) Explainthedifference between édgeComputing and cloud computingin
industrial |oT. [6]
OR
Q2) & What isCloud broker ag@why isitused inl1oT? [0]
b) Explainthelndustrigiiternet Architecture Framework (11AF). [6]
©) Explainthelndust bi6y Layers. [6]

\

Q3) @ Compare,and contrast the different features 0f/leadixig IloT cloud

platforms(e.g. Predix, PTC ThingWorx, Mierosaft Azure). [6]
b) What isithe role of data analytics in Industrial |0%? Explain Any one
Example. [6]
C)+ What is need of Digital Twin for industrial{loT? Explain Elements of
Digital TwininIndustrial loT. [6]

OR

PT.O.



Q4) &)

b)

Q35) 8

b)

Q6) a)

b)

Q7) &

b)

Q8) 8
b)

Explain the concept of Cloud of Things (CoT) and itssignificancein the
context of Industrial loT. [6]

Explain the importance of data-wsualization techniques in presenting
complex Industrial 10T data. [6]

Discuss the challenges andhenefits of using an 11oT cloud platform to
Implement adigit&ktwin. [6]

What are the key/challenges and security considerations when

implementingtheindustrial 10T inindustrial environments? [6]
Explaintheindastrial 10T threat analysisin smart manufacturing plant.[6]
Explairthe Network security techniquesinindustrial 10T. [9]
OR
Explain the Conventiona web technol ogy and rel atignship with industrial
loT. (6l
Wheat is importance of access control in industrial 10T? Explan the
methodologies for access control. [6]

Explain Management aspects of gyher security in industrialToT. [9]

Explainthe concept of Smartd riigati divand howrthey differ fromtraditional
manufacturing facilities. [6]

Definetheterms: [6]
)  smart metering

i)  smart robotics

i) smartlogistics ~ %

Describe the concept: c;f Industry 5.0 (Society 5.0). How doesiiP build

upon Industry 4.0? ¢ [9]
\\‘,'J OR
Explainthe health Care application inindustrial |OT. [6]
Assesstheehallenges and benefits of implemgnting cyber Manufacturing
systemsindifferent industries. [6]
Whatare Key characteristics of industry’4.0? [5]
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