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Instructions to the candidates:

1) SolveQ.1of @2, Q.39 Q.4, Q.50r Q.6.

2) Neat diagrarnSmust bé drawn wherever necessary.

3) Figureto the rightjindicates full marks.

4) Assuniestitabledata if necessary.

Q1) @ Draw and explain operational security model forétwork security.  [5]

b) Explainpassiveand active attack. 1~ [5]
~
OR™
Q2) @ Writedifference between seq]ri ty and privacy. [5]
'
b) Definethefollowingternmrwith example. [9]
)  Symmetry O
i)  Asymmetry

Q3) @ What arethedifferent threatsand vulnerabilitiesin case of cyber security?
[5]

b) Listandexplain variguselementsof information security. [9]

OR
Q4) @ ExplainDESAIgorithm. [9]
b) Explain One Time Pad with example. [5]
Q5) @ Difference between AES and DES. [9]
b) What isblock cipher? Explain counter mage of block cipher. [5]

OR
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Q6) @ Use the transposition ciplf%) to encrypt the

“GEEKS FOR GEEKS’ use key “HACK”".
&
&

b) Explainthefollowing term.é\/

) Ciphenexto')\’ o

i)  Cryptol ’\9
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